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Qualify yourself as an expert for the validation of computerised systems

Highlights

= Regulatory Update

= Leveraging Suppliers
- Managing Quality
- Leveraging Test Activities
- Supplier Assessment
Good Validation Practices
Scalability of Validation
Advanced Risk Management
IT Governance
Data Integrity
Change Control Management
Upcoming Challenges in IT
Learning by doing: up to 10 Workshops
Interactive sessions



Programme “Leveraging Suppliers”

Objectives

= Learn what activities and deliverables you should expect
to see from your IS/IT supplier to demonstrate Supplier
Good Practice

= Learn how to verify your supplier’s capabilities so that
there are “no surprises”.

= Learn how to plan verification and validation activities,
leveraging the expertise of your supplier

= Learn how to minimise duplication of effort between the
supplier and your regulated company in order to achieve
lean and effective processes throughout the system life
cycle

= Learn how to work with your supplier to build a strong
and lasting client-supplier relationship

Background

Recognising the potential savings and flexibility available, regu-
lated companies are increasingly withdrawing from ‘in-house’
developed solutions and looking to their external suppliers to
provide them with innovative and compliant products and ser-
vices which fulfil their operational and business needs.

The EU-GMP Annex 11 on Computerised Systems states that ‘the
competence and reliability of a supplier are key factors when se-
lecting a product or service provider’; ‘Leveraging Supplier In-
volvement’ is also one of the 5 key concepts of the GAMP®5
guidance ‘A Risk-Based Approach to Compliant GxP Computer-
ized Systems’.

This course aims to provide attendees with the knowledge, and
opportunities to practice the skills required, to achieve success-
ful partnerships with their IS/IT suppliers and to improve the ef-
ficiency and effectiveness of their validation processes.

Target Audience

This ECA Training is directed at employees from Production,
Quality Control/Quality Assurance, Engineering and IS/IT, who
have to assess, manage or work with computerised system or
service providers.

The training will also be of value to representatives from suppli-
er organisations that are working or seeking to work with Regu-
lated Companies in the Life Sciences Sector.

Programme

Introduction - What the Participants Expect

An open session capturing the expectations of the delegates

Leveraging Suppliers Expertise: An Overview of Good
Practice

= What is current Good Practice?

= Optimising Supplier involvement

= Integrating the supplier’s expertise and deliverables into
your validation process

= How to do more with less

Performing a Supplier Assessment

= Why Assess the Supplier?

= The Overall Process

= Assessment Topics

= Types of Assessment

= Corrective Actions & Follow Up Audits

QQ Workshop:

Selecting a Supplier
What factors to consider?
How to focus the assessment?
How to engage with the supplier?
How to report and manage the findings?
Regulatory expectations

Supplier Audit - The Supplier’s View

= Defining the role of the supplier
= What must the supplier do?
= What must the regulated company do?

Quality Planning within a Supplier’s QMS -
Developing a Quality Plan that Delivers

Quality Management System
Establishing Requirements
Producing Specifications
Testing and Release

Support and Maintenance

C}Q Workshop:

Quality Planning within a Supplier’s QMS
- Developing a Quality Plan that Delivers

Leveraging Supplier Testing

= Test script development
= Test script execution
= Test script review and approval

Computerised System Validation - Leveraging Suppliers & Computerised Systems Validation Master Class



Programme “Computer Systems Validation Master Class”

Objectives

As a specialist in the validation of computerised systems, this
event will provide you with
= Suggestions on how current regulatory guidance on
computerised systems relating to data integrity, critical
thinking and CSA (Computer Software Assurance) can be
put into practice
= Real-life examples of how validation effort can be scaled
according to risk-based approaches
= Answers to specific questions, e.g. on source code review
or on creating specification documents
= The opportunity to bring questions from your own
practice up for discussion

Background

The V-model has become a standard worldwide methodology for
the validation of computerised systems. Regulatory require-
ments, as well as industry guidelines, like GAMP®5, are orienta-
ted towards this model. In practice, you as a validation specialist
will want to know how to apply this model to current and incre-
asingly complex validation projects.

Target Audience

The Master Class is directed at employees from

= T

= Production

= Engineering

= Quality Assurance
= Quality Control

Participants should already have gained experience in the vali-
dation of computerised systems, and preferably will have also
attended a basic CSV Course.

Programme

Introduction - Gain Understanding of Delegate
Experience and Background

QQ Workshop 1:

What the Delegates expect
= Capturing delegates expectations
= Sharing and reducing to key points
= Facilitated discussion

Current Challenges and Evolution for CSV Activities

What does compliance really mean?

Data Integrity

Securing operation: cybersecurity

Project agility

Cost efficiency vs effective risk management
Applying critical thinking

Roles, Responsibilities and Governance

= PQS - Pharmaceutical Quality System according to ICH
Q10

= Responsibilities
- Operational ownerships
- Supporting roles

= QAoversight

QQ Workshop 2:

Governance Benchmark
Polling Exercise plus facilitated discussion
IT and System Governance
CSV Roles and Responsibilities
Role of Quality Unit

Practical Use of Scaleability

What do we mean by Scaleability?

How does it work in practice?

How can we combine documents successfully?
How much is enough?

QQ Workshop 3:

Scaleability of Validation Activities
LIMS - Laboratory Information Management
System
= Laboratory computerised equipment
= Process control system: PLC - Programmable
Logic Controller

Writing Requirements Documents

= Requirements gathering
= Writing good requirements
= Use of templates / boilerplates
= Requirement Quality
Ideal Content of a CSV SOP

= Embedding the CSV SOP into the PQS
= Topics to address

Data Integrity and Record Management: A Necessary
Long-Term Approach

Regulatory context

Document life cycle

Retention requirements and constraints
Supporting processes

Areas of concern

System Classification - A Record-based Approach

= Needs for record-based system classification
= Classification criteria
= (ClassA/B,C,D

QQ Workshop 4:

System Classification

Computerised System Validation - Leveraging Suppliers & Computerised Systems Validation Master Class



Programme “Computer Systems Validation Master Class”

Design Review - How to Apply Critical Thinking?

= (CSA - Computer Software Assurance
= Scaleable Risk Management

= Document Review
QQ Workshop 5:
Design Review Scaleability

= Combining Risk Management & Design Review

Bringing Legacy Systems into Compliance

= How to approach legacy system remediation
= Examples

- Learning management system

- Laboratory Instruments

) Interactive Session
2 £ Good Validation Practices
Open session in which delegates score their CSV approach
against 12 good validation practices
= Each good practice introduced
= Delegates score themselves
= Results consolidated and fed back
= Allows delegates to compare their CSV system against best
practice and other practitioners

Alternative & Agile Approaches

= Alternative software development models
- Unified Process, Scrum
= Agility objectives
- Need for flexible engineering methodologies
= What Agile engineering is not
- What Agile engineering needs
= Practical approaches and recommendation
- Conditions for success

Validating Spreadsheets

= Why are spreadsheets high risks?

= Design considerations

* What is important (risk again!)

= How to document spreadsheet validation

Code Review

= Principles of code reviewRequirements
= Regulatory expectations

= Performing code reviews

= How to document code reviews

Elaboration of a Data Integrity Programme

= Data Integrity Programme: What to do?

- Topics to address

- Action planning
= Embedding the Data Integrity Programme into the PQS
* Progress Reporting

Case Studies:
sl  Complex Projects

= Global projects

- Roles & Responsibilities

- Data-related requirements
= Large systems

- Phase-based implementation and deployment
= Interface projects

- Roles & Responsibilities

- Testing

Today / Future IT Compliance Challenges

= Open Source Software validation

= Challenge demands Infrastructure platforms for applica-
tions

= Global systems validation vs local defence

= Paperless recipes based production - ISA95/ S 88

= Cloud Computing - Data Integrity

= Validating Artificial Intelligence (Al)

» Challenges for data integrity on Lab-Systems

Your Benefits

CLATL AT

Internationally Acknowledged
Certificate from ECA Academy

The EU GMP Guide requires:,...

All personnel should be aware of

the principles of Good Manufacturing
Practice that affect them and receive
initial and continuing training,..."
This is why you receive an acknowledged
participant certificate, which lists the
contents of the Live Online Training in
detail and with which you document
your training.

This Training Course is recognized for the

GMP/GDP Certification Scheme

Building on your education the ECA GMP/GDP cetrtification pro-
grammes provide you with the appropiate supplement to acquire
this qualification. This Live Online Training is the first element for
your additional certification. Simply choose any three courses within
the programme according to your professional interest. Your certifi-
cate is then valid for two years. To renew it, you can pick any training
from the ECA courses and conferences list within that two-years
period — allowing you to broaden your knowledge in GMP and GDP
compliance. Please find more information at www.gmp-certification.
org

Computerised System Validation - Leveraging Suppliers & Computerised Systems Validation Master Class



Presentations/Certificate

The presentations for this event will be available for you to download
and print before and after the event. Please note that no printed materi-
als will be handed out on site and that there will not be any opportunity
to print the presentations on site. After the event, you will automatically
receive your certificate of participation.

Conference language
The official conference language will be English.

Organisation and Contact
ECA has entrusted Concept Heidelberg with the
organisation of this event.

CONCEPT HEIDELBERG
P.0.Box 10 17 64

69007 Heidelberg, Germany
Phone +49(0)62 21/84 44-0
Fax +49(0)62 21/84 44 34
info@concept-heidelberg.de
www.concept-heidelberg.de

For questions regarding content please contact:
Dr Andreas Mangel (Operations Director) at

+49(0)62 21/84 44 41, or at
mangel@concept-heidelberg.de.

For questions regarding reservation, hotel,
organisation etc. please contact:

Mr Maximillian Bauer (Organisation Manager) at
+49(0)62 21/84 44 25, or at
bauer@concept-heidelberg.de.

Social Event

In the evening of the first couse day, you
are cordially invited to a social event.

This is an excellent opportunity to share
your experiences with colleagues from

other companies in a relaxed atmosphere.

This could be of interest for you as well

Would you like to train a larger group of participants in your
company?
We offer practice-oriented GMP/GDP training courses on:
= Basic GMP
- APIs (ICH Q7)
- Medicinal Products
- Biopharmaceuticals
= Quality Assurance
= Quality Control
= Validation/Qualification
= Regulatory Affairs
= Sterile Manufacturing
= |T/Computer Validation
* Good Distribution Practice (GDP)
= Data Integrity
= Packaging
= Medical Devices
= Technical Operations

You will find a time schedule for each training course at https://
www.gmp-compliance.org/training/gmp-gdp-in-house-trainings.

Stay informed with the GMP

— Newsletters from ECA

The ECA offers various free of charge GMP newsletters for
which you can subscribe to according to your needs.

To subscribe, simply scan the QR code on the Elftg
right or visit i
www.gmp-compliance.org/gmp-newsletter

Speakers

Frank Behnisch
CSL Behring GmbH, Germany

Frank is Senior Manager Project Engineering at CSL Behring GmbH
in Marburg, Germany. He is member of the GAMP® D-A-CH
Steering Committee and chairman of a GAMP® Special Interest
Group (SIG) for “Small Systems”.

Stefan Miinch, Vice President Validation & Qualification, is re-
sponsible for all validation and qualification services of Kérber
Pharma Consulting. He has more than 25 years of experience in
software development (MES) and consulting for the pharmaceuti-
cal industry. Furthermore, Mr. Miinch is actively engaged in ISPE,
PDA, and GAMP D-A-CH for many years and member of the GAMP
D-A-CH steering committee.

Stefan Miinch
Kérber Pharma Consulting GmbH,
Karlsruhe, Germany

Yves Samson, Kereon AG
Basel, Switzerland

Yves joined the industry where he served as project and site engi-
neer automation. In 2002, he founded Kereon AG. He is member of
GAMP® Europe Steering Committee, co-founder and chairman of
GAMP® Francophone and edited the French version of GAMP® 4 /
5. Membership: Active member of the GAMP working group ‘IT In-
frastructure Compliance and Control’ / ECA ‘DI & IT Compliance
Group’.

Dr Robert Stephenson
~ Rob Stephenson Consultancy, UK

Rob has had more than 30 year experience in Pharmaceutical and
Personal products industries (Boots, Lilly, Unilever, Pfizer). As a
long-standing member of the GAMP Europe Steering Committee
Rob has contributed material to GAMP®5 and the ISPE GAMP
Good Practice Guide on ‘A Risk-Based Approach to Operation of &
GxP Computerized Systems’ for which he was co-leader. Rob now
works as an independent IT Systems Validation Consultant.

PE/21022024



Computerised System Validation Master Class
Wednesday, 12 June 2024, 09.00 h - 17.30 h
(Registration and coffee 08.30 h - 09.00 h)

Thursday, 13 June 2024, 08.30 h - 17.30 h

(former Radisson Blu Park Royal Palace Hotel Vienna)
Schlossallee 8

(Registration and coffee 08.30 h - 09.00 h)
Friday, 14 June 2024, 08.30 h - 16.00 h

Date of the Training Courses
Computerised System Validation:
Tuesday, 11 June 2024, 09.00 h - 18.00 h
Doubletree by Hilton Vienna Schénbrunn

Leveraging Suppliers
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Accommodation

made directly with the hotel. Early reservation is rec-
Via the attached reservation form, by e-mail or by fax
Or you register online at www.gmp-compliance.org.

aroom reservation form/POG when you have regis-
ommended.

ber of rooms in the conference hotel. You will receive
tered for the conference. Reservation should be

CONCEPT HEIDELBERG has reserved a limited num-

Registration
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